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1. Product Overview 

XonTel XT-2500AC is a multi-functional flow control gateway wireless control AC, 

which has the function of multi-line shunting and multi-line overlapping load balancing. 

It provides wireless data control services with large capacity, high performance, high 

reliability, easy installation and maintenance, and has the advantages of flexible 

networking, green energy conservation, etc. 

2. WEB Login 

2.1. Power on gateway, when “Run” led blink regularly, connect computer to LAN 

port by ethernet cable. 

2.2. Visit default LAN IP 172.16.0.1:2011 in browser, default username & password 

are both: admin 

Main page after login successfully: 

 

 

 

 



 

 

3. Product Features 

3.1. System Status 

Display a comprehensive information of the gateway, including the status of each 

interface, information of intranet clients, uplink and downlink, real-time uplink and 

downlink speed and total traffic of each application. 

Device Info 

 

SN 1: Display the physical connection of the interface, and the color icon represents 

connected 

SN 2: Display interface IP address 

SN 3: Device unique ID, used for remote access 

SN 4: User quantity (AP quantity is excluded) 

SN 5: Device model name 

 

 

Click online users to filter AP and terminals according to three types of users, IP and 

MAC addresses, and view the corresponding relationship between IP and MAC. 



 

 

 

Interface Status 

Check the comprehensive information of current interfaces. 

SN 1: View interface details and WAN port speed. 

 



 

 

 

 

LAN IP Flow 

View the traffic information independently used by each terminal of the intranet, as 

well as the link tracking table. 

 

  

View the traffic type, speed, and number of protocol connections of selected user. 

 



 

 

Application Flow 

View the proportion of download and upload traffic. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

3.2. Network Configure 

Used to set the configuration information of the external network and the internal 

network, and the routing of the internal network. 

WAN Configure 

 

Internet access-Select the Internet access mode according to the actual situation 

⚫ ADSL/PPPOE: Fill account and password supplied by operator 

⚫ Static IP: Fill IP, Netmask, Gateway, DNS supplied by operator 

⚫ DHCP: Directly insert the line provided by the operator to obtain the IP address. 

Line interruption detection - Ping detection (Google, Facebook...). If the continuous 

ping fails, the delay is high, and there is no data interworking, it will be considered as 

a line exception. When the quality is poor, dial-up attempts to redial, DHCP attempts 

to retrieve, and fixed IP addresses are processed offline. Offline lines do not 

participate in the load. Multi line environment, it is recommended to enable line 

interruption detection, and automatic switching can only be performed when individual 

lines are offline. 

Marks: If the operator prohibits ping, line detection cannot be enabled. 

PING detection IP: 0.0.0.0 by default, which means the built-in IP (114DNS, Tencent 

official website, Alibaba DNS, Baidu DNS) is used for detection. If the local DNS can 

be pinged, or other public IP with lower latency can be pinged, it can be filled in as the 

detection basis. 

 



 

 

 

Tips: It is suggested that professional technicians should fill in the test IP after 

evaluation. 

 

LAN/DHCP 

SN 1: LAN1 IP address. 

SN 2: IP address pool: IP address for users & APs managed by gateway. Can’t be  

same IP segment as obtained WAN IP address. 

SN 3: DHCP, can manage banded IP and MAC. 

 

 

 

 

  



 

 

 

View DHCP allocation status 

 

 

Markes: If gateway works as by pass mode, need to select “IP assigned only to AP”. 

 

 

 

 

 

 

 

 

 



 

 

 

Physical Port Definition 

Divide multiple WAN ports and LAN ports according to requirements. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

Multi-line Diversion Rules 

 

Single line cannot be configured with shunting rules; When two or more WAN ports 

are connected to the external network, different source addresses and diversion 

modes can be selected for setting. There are three modes: 

⚫ Session shunt: Distribute all Internet connections to each line. For example, 

Jason started IDM downloading. Many concurrent links of IDM were distributed to 

three lines, and each line was connected to generate traffic, which was 

summarized to IDM, achieving the effect of bandwidth superposition。 

⚫ Source+Destination address shunt: On the basis of session shunting, determine 

that the source address and destination address are loaded onto each line. For 

example, Zhang San opened three websites at the same time, namely ICBC, 

Jingdong Mall and Taobao (for the purpose of explanation, it is considered that 

the IP addresses of these three websites are only A, B and C). Use 

source+destination address diffluence to divert all users to three external 

networks. The final effect is: Zhang San's ICBC fixed line 1; Jingdong Mall fixed 

line 2, Taobao fixed line 3. 

 

 

 



 

 

 

⚫ Source IP shunt: It is always shunted on one line according to the source address. 

Taking the environment of 3 extranets and 9 people online as an example, IP 

shunts all people to 3 extranets. The result is: Zhang San fixed line 1; Li Si fixed 

route 2; Wang Wu fixed route 3; Zhao Liu fixed the first route, apportioning the 9 

people on 3 lines in turn. Since everyone is fixed on a line, the speed of Internet 

access is limited by the bandwidth of the line. 

 

Weight: weight can be understood as "proportion", which is only effective for IP 

shunting. Taking the environment where 12 people access the Internet in 3 extranets 

as an example, IP shunting owners are shunted to 3 extranets, with line 1 weighting 3, 

line 2 weighting 2, and line 3 weighting 1. As a result, 6 people will be awarded for line 

1, 4 for line 2, and 2 for line 1. 

 

(The weight is the proportion. For example, the weight of the three lines is 4, 2, 1, and 

the effect is 4:2:1) 

 

Conclusion: IP shunting is applicable to the condition that there are a lot of lines, so as 

to reduce the IP of WAN ports being consumed by multiple people at the same time 

and improve the utilization of IP. It is mainly used to do Taobao in the community 

broadband, and Amazon e-commerce users are also used in some game studios 

(because too many people access from a WAN port, e-commerce may regard it as a 

swipe and hang up). 

 

Session shunt is applicable to streaming multi-threaded download services that 

require extreme streaming, such as streaming P2P downloads and game update 

servers. 

 

Source+Destination address shunt, is recommended by default to achieve better 

compatibility on the basis of session splitting. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

Static Route 

Generally, when using the private network, it is required to set the terminal to access 

the corresponding IP segment and forward it to the corresponding gateway. 

 

 

 

Check static routing form 

 

 

 

 

 

 



 

 

 

DDNS 

The route is managed from the external network, that is, the dynamic domain name is 

accessed through the dynamic domain name, which is mainly provided by the 

dynamic domain name service provider. 

 

 

Marks: 

 

1, Routing is only for IP reporting. The correctness and speed of the resolution 

depend on the 3322 service provider. 

2, Some operators allocate the Internet access IP as a LAN IP, such as 10.10.99.99, 

which is a LAN IP and cannot be accessed by the external network. If it is a LAN IP, it 

is useless to configure a dynamic domain name. 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

NAT/Port Forwarding 

Used to map LAN ports to the public network 

 

 

 

 

DMZ Host 

To solve the problem that the external network cannot access the internal network 

server after the firewall is installed, click to open the DMZ host, and manually fill in the 

address and external network port to confirm that this function takes effect. 

 

 



 

 

 

Src NAT             

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

    Dst NAT 

 

 



 

 

 

3.3. Flow Control Policy 

Manage the network speed of the terminal, and implement average bandwidth 

allocation or limit the bandwidth of the terminal. 

Smart Flow Control 

 

 

For example, the uplink 20M and downlink 100M dial-up optical fiber can be 

configured with an uplink capacity of 2000KB and a downlink capacity of 10000KB. It 

is very important to configure the line bandwidth. The intelligent flow control 

automatically limits the speed according to the configured bandwidth. (You need to 

check the "Enable intelligent flow control" option to configure the bandwidth value.) 

Bandwidth Control 

Speed limit according to different source address rules 



 

 

 

Free Flow Control 

The setting is not restricted by the overall network speed control of intelligent flow 

control, and its maximum bandwidth needs to be separately limited in the policy speed 

limit. 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

3.4. AC Management 

AP List 

Display all APs managed by AC, easy check and management. 

 

 

SN 1: View the number of online APs. Green represents the number of online APs, 

and red represents the total number of connected APs. 

SN 2: Filter displays only online or offline APs. 

SN 3: Filter displays by single model APs.+ 

 

 

SN 4: Select to search according to the IP/MAC/name/model/version number of the 

AP device. 

SN 5: Edit the parameters and configuration of a single AP. 

SN 6: WIFI analyzer, used to scan WIFI of all channels in 2.4G or 5.8G frequency 

band of the AP. 

SN 7: The SSID (wireless WIFI name) and channel of 2.4G, 5.8G and 5.8G2 of the AP 

are displayed. Click the green villain to display the terminal connected to the 

AP. 

SN 8: AP server login address. 



 

 

 

Click to edit AP configs 

 

Main editorial columns: 

SN 1: Select band need to edit (2.4G/5.8G). 

SN 2: Edit SSID name. 

SN 3: Encryption, WPA2PSK is recommended. 

SN 4: Edit wireless password. Click to view password. 

SN 5: Select protocol mode. 



 

 

 

 

Secondary columns: 

AP name, AP remarks: It is used to distinguish all positions of the AP. Generally, it 

can be marked as installation position or coverage position. 

Time restart: Set AP to auto-restart by hours/ days. 

AP manage password: AP web login password. 

Wireless status: Enable/ disable selected band (2.4G/5.8G). 

Channel: Automatic channel can be selected. AP will automatically search for the 

optimal channel, or manually select the specified channel. 

Broadcast SSID: Enable/ disable SSID broadcast. 

User isolate: Enable/ disable the terminals under the AP to access each other. 

Tx power: default100%, optional: 75%/50%/25%/12%. 

AP coverage threshold: If the connection strength of the detection terminal is 

weaker than the threshold value, the AP chooses to eliminate the terminal. 

Access user number: Allowed accessed users quantity. 

Virtual wireless: Up to 3 virtual WIFIs can be created in each frequency band, and 

different SSIDs and passwords can be set。 

 

 

  



 

 

AP Configure Template 

Select a model to add a template, configure the SSID and password, and then select 

all APs of the same model in the AP to select the corresponding template for 

application configuration. 

 

AP Upgrade 

Upgrade online or upload firmware for local upgrade. 

 

 



 

 

  

 Seamless Roaming 

 Automatic roaming is enabled by default. 

  

 

 

Auto Channel Select 

 

Channel table: View all APs SSID, channel, RSSI. 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

3.5. Auth Internet Access 

Generally, Internet users can access the Internet directly by configuring the IP 

address of the network card or by routing DHCP to assign the address to obtain the IP 

address. 

 

Authenticated Internet access means that you need to be a "user" before you can 

access the Internet. 

Auth Configure 

Control the authentication switch of the corresponding LNA port. 

Marks: As long as any one of the switches is turned on, it means that the LAN1 port is 

intercepted. Only authenticated users are allowed to access the Internet 

 

PPPoE Auth 

PPPoE authentication --- used for cell broadband. Intranet users can access the 

Internet through PPPoE dial-up. The dial-up account password is created on the route 

(for the connection with radius billing, it needs to be created on the radius billing 

system). 

It is recommended to use the LAN address for the allocation of the address pool. The 

IP address of the LAN port must not be the same as the network segment. For 

example, the IP address of the LAN port is 192.168.1.1. The address pool here 

cannot be 192.168.1.xxx 

DNS suggests to assign DNS of local operators. 



 

 

 

 

Portal Auth 

Free auth: It is used in hotels to prevent pinhole cameras from linking to WIFI network. 

One more manual click step is required. Equivalent to self-service click to release. 

WEB auth: Users connected to the AP (such as mobile phones) can enter their 

username and password in the pop-up authentication window to access the Internet. 

The account password of the WEB password is created on the route (for the 

connection with radius billing, it needs to be created on the radius billing system) 



 

 

Radius Billing 

 

 

Auth User 

The following figure shows five types of users. 

 

 

 



 

 

Auth User Status 

Users can be seen online, and the green icon represents the online users, allowing 

online access. 

 

Department/Level Definition 

Management department and level, used to bind the Internet users 

 

 



 

 

 

3.6. Behavior Control 

Application Firewall 

Configure the required release and direct blocking destination IP, port and application 

according to the source and time. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

URL Redirect 

When the terminal accesses the original website, it will automatically jump to the 

destination website. (Takes effect after clearing the browser cache) 

 

Domain Redirect 

Set that when the terminal accesses the domain name, it automatically resolves to the 

specified IP (takes effect after clearing the browser cache) 



 

 

 

3.7. Object Management 

Time Object 

 

 

Source IP Object 

Here you can define the range of IP addresses which you can use for example for 

multi diversion rules 



 

 

 

Port Object 

 

 

Destination IP Object 

 

 

 

 

 

 



 

 

 

Built-in Application Object 

 

Custom Application Object 

 

 

 

 



 

 

 

 

Define applications according to domain name or destination IP+port as shown in the 

figures below 

 

 

 

 

 

 



 

 

 

3.8. Safety Protection 

IP-MAC Banding 

After the IP-MAC is bound, the IP address cannot be modified at will, so it can avoid 

IP conflicts that affect other users' normal Internet access. 

 

Connection Quantity Limit 

Limit the maximum number of TCP and UDP connections of the source object. 



 

 

 

LAN Abnormal Detection 

Enable DHCP detection to search whether there are other DHCP servers in the LAN that cause 

IP address assignment conflicts. 

It is normal for the AC gateway to find the main route when it is used as by pass mode. 

Turn on loop detection to determine whether there is link loopback in the LAN switch, which 

causes a network broadcast storm and slow and unstable Internet access quality. 

 

LAN Attack Protection 

 



 

 

 

WAN Ping Forbid/WAN Login 

View remote login parameters and configurations. 

 

3.9. Log Record 

User Auth Log 

View users online/ offline records. 



 

 

 

Online User Log 

 

 

Interface Flow Log 

 



 

 

 

System Log 

 

3.10. VPN 

PPTP 

To use this function, AC is required as the primary route, and the WAN interface is connected to 

the public IP provided by the external network for the operator. 

Gateway IP and address pool are set according to the actual needs of DNS. 

 



 

 

 

 

Click Authentication User to jump to Create VPN Authentication User 

 

 

L2TP 

To use this function, AC is required as the primary route, and the WAN interface is connected 

to the public IP provided by the external network for the operator. 

Gateway IP and address pool are set according to the actual needs of DNS. 



 

 

 

VTUNS 

The network to network virtual channel over TCP/IP is established for the combination 

of two LANs. The one with good performance is set as the server. The LAN segments 

on both sides cannot be the same. The server needs to have a public IP address. 

 

Tunnel management: Add the custom tunnel name and tunnel ID, and fill in the 

intranet segment of the VPN client, such as 192.168.1.0 and 255.255.255.0. Note that 

the tunnel name and tunnel ID must be consistent between the server and the client 

 

  



 

 

 

3.11. Device Maintenance 

Firmware Upgrade 

Online upgrade, or select a specific local firmware upgrade 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

Modify Password 

Here you modify administrator user login password 

 

Authority Management 

Here you can create multiple users with custom permissions as shown below 

 



 

 

 

 

Ping Detection 

Use to check whether there is a path between AC and the specified IP. 

 



 

 

 

 

Multi Ping 

 

 

Configure File Maintenance 

Export and import the configuration information of the gateway and restore it to the 

factory. 



 

 

 

Restart Device 

From here you can restart XT-2500AC or shutdown the device 

 

Time Task 

Set the timing operation of the gateway 



 

 

 

Time Synchronization 

Different time zones and main time servers can be selected 

 

 

 

 

 

 

 

 

 

 



 

 

 

Cloud Configure 

Cloud configuration will allow you to manage your XT-2500AC remotely. 

 

Create account in the cloud management (http://97.74.85.146:9090/) and Configure cloud 

management in controller. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

http://97.74.85.146:9090/


 

 

 

 

After logging successfully to your cloud management account successfully click 

on binding device as shown below. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

Copy the active LAN MAC address from controller to setup in cloud management as  

shown in the figures below. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

After binding controller successfully, you can manage the settings remotely as 

shown below 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 



 

 

 

 

1. You can manage your controller 

remotely as show in the figures 

below by using generated domain 

from cloud management as shown 

in the figures below. 

 

 

 

 

 


