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02/ Route Settings

2.1 Login Device

Connect (Lan) port of device to PC, login in via any internet browser

Port IP Address Mask

LAN1 172.16.0.1:2011 255.255.0.0

LAN2 172.17.0.1:2011 255.255.0.0

LAN3 172.18.0.1:2011 255.255.0.0

LAN4 172.19.0.1:2011 255.255.0.0

Username: admin

Password: admin

MULTI-FUNCTION GATEWAY .
System Status MNetwork interface status
# Device Info
. L
Irisside Siahis
« LANIF Flow LANT LAN2 AN LANG WANZ WANT
» Application Flow Interface Type Link mode IP address MAC address Receive speed  Send speed
WAN1 WAN Online 1000M/Full dupl 192.168.8. F- 18.83 KB\ 115.79 KB/
Network Configure port Online 000M/Full duplex 92.168.8.2 94-09-D3-0F-8D-29 218.83 KB/S 5.79 KB/S
WAN2 WAN port Offline Disconnect - 94-09-D3-0F-8D-28 0.00 KB/S 0.00 KBIS
Flow Control Policy
LAN4 LAN port Disconnect 172.19.01 94-09-D3-0F-8D-27 0.00 KB/S 0.00 KBS
AC Management
LAN3 LAN port Disconnect 172.18.0.1 94-09-D3-0F-8D-26 0.00 KB/S 0.00 KB/S
AU e e e s LAN2 LAN port Disconnect 17247.0.1 94-09-D2-0F-8D-25 0.00 KBIS 0.00 KBIS
Behavior Control LAN1 LAN port 1000M/Full duplex 192.168.1.1 94-09-D3-0F-8D-24 12155 KB/S 22083 KB/S
Object Management MDevice basic information
Safety Protection Device ID: Y23190000288 Max Users:512 , Max AP can be mansged:512
Log Record

Uptime: 7:55:35 up 6 days

VPN Memory utilization: [ 12% 233.54MB/1.83GB

Device Maintenance CPU utilization: I 1%

Temperature: 48°C
Connection menitoring: 0% 1745/800000
Online users: 50 users

Device model: ACS50,Firmware version:V3.11 B20210109

Current user.admin[192.168.1.97] Device time:2022-03-24 11:55:23 System slert: ) The device is running normally!
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Select the network port to configure, and configure the information of the external network, as shown in
the following image:

MULTI-FUNCTION GATEWAY
System Status MWAN configure
Network Configure | waN2 WAN2 Interface configure
s ] want
¥ Imeriens Cofigoee Internet access () ADSL/PPPOE @ StaticIP () DHCP
. WAN Cenfigure IP address: 192.168.9.2
[R— Netmast: 255.255.255.0

. Physical Port Definition
Default gatewsy: 192.168.9.1

Flease input the IP addrass of the specified

. Subinterface Configure

¥ Route Rule DNS 1: 192.168.9.1 DNS 2: 8.8.8.8

. Multi-line Deversion Rules Line interruption detection:

Please input two public network server IP which ping stable as IP detection

.. Static Route ase input tv
Ping detect IP 1: 8.8.8.8 Ping detect IP 2: 8.8.4.4

® DDNS % Advanced configuration Save

* NAT/Port Forwarding

Flow Control Policy

AC Management

Auth Internet Access

Behavior Control

Object Management

Safety Protection

Log Record

VPN

Cumrent user:admin{[192.168.1.97] Device time:2022-03-24 11:59.57 System alert: ) The device is running normally!

Internet access: (choose how to access the Internet according to the actual situation)
e ADSL/PPPOE: Fillin bandwidth account numbers and passwords (this type of Internet access recommended)
e Fixed IP: Fill in IP, mask, gateway and DNS provided by the operator
e DHCP: Direct access to lines provided by the operator to obtain IP

Lineinterruption check: detect whether the line is connected to the network, if the line is not accessible orthe line quality is
poor, the packet is serious, the route is automatically processed, does not load to the Line. Itis recommended to enable
line interrupt detection.
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2.3 Physical port division:

This feature supports separate and merge port divisions. When the main road is recommended touse the merge port
division, that is, open All LAN ports are one LAN1 port function. If it is bypass mode, it is recommended to turn this
feature off. Select the corresponding according

to the actual situation Physical port division type, check "Merge all LAN ports as one intranet port (LAN1)."

Note: After the definition of the physical port feature is modified, the route needs to be reconfigured.

MULTI-FUNCTION GATEWAY

System Status M Physical port definition

Network Configure

¥ Interface Configure N— @ Iﬁ l: W;‘l
LI WAN Configure ) — = i S — —
| LAN/DHCP b ;
_ Physical Port Definition LANT  LANZ  LAN3 (LANS | WAN2 = WAN1
Subinterface Configure @ i~ ﬂ @
¥ Route Rule
Multi-line Deversion Rules 7 ANt LANZ  LAN3  WAN3  WAN2  WAN1
- Static Route M k
* DDNS [N
* NAT/Port Forwsrding LANT  LAN2  WAN4  WAN3  WAN2  WAN1
Flow Control Policy O2eAN 4NN .J ! l_il il
AC Management
Auth Internet Access 1 WANS WANS WAN2 WAN2 WAN1
Behavior Control O 1LAN + 5WAN
Object Management
Safety Protection
Log Record Save Note: After the physical port feature definition is modified, the router needs to be reconfigured
VPN

Current user:admin[192.168.1.97] Device time:2022-02-24 12:129:00 System alert: ) The device is running normally!
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2.4 Multi-line Deversion Rules

This function is for multiple WAN and Bandwidth superposition; If one WAN only, then no need to
configure it.

Such as assign some users to WAN1, some users to WAN2; And these users are divided by some rules,
such as IP addess, use time, role and department. Pls kindly to note that multi-line deversion rules is for
PPPoE and DHCP, it is auto in static IP, no need to configure it if WAN internet access in static IP.

For example: there are three networking in this gateway, they are WAN1, WANZ2; Total 10 users will
access into this gateway; They can be divided by IP address: such as IP 172.200.0.2~172.200.0.6 to
WAN1, IP 172.200.0.7~172.200.0.12 to WAN2;

The steps showed below:

A. Check the LAN/DHCP for users IP address pool for users and AP.
MULTI-FUNCTION GATEWAY

Current operation Netw nfigure >> Interface Config ' Refresh | Change password | Logout | Language English v
System Status M LAN/DHCP
Network Configure LAN/DHCP configure DHCP allocation status
@ LAN1 LAN1interface configure

¥ Interface Configure

IP Address: 172.200.0.1
L WAN Configure

Netmask: 255.255.0.0

. LAN/DHCP

LI Physical Port Definition Custom MAC: (]

Intranet MAC Broadcast: Disable
¥ Route Rule

LI Multi-line Deversion Rules DHCP configure
LI Static Route Fucntion Enabled:
= DDNS Basic parameters DHCP static allocation
® NAT/Port Forwarding Main DNS: 172.200.0.1 foa Jelere
. [J SN MAC Address IP Address Remarks  Operation
AteEE el Alternate DNS. 114.114.114.114

AC Management Address lease time: 3600 sec

The default fill in:3600

Auth Internet Access
IP assignment policy of an AP: (J IP assigned only to AP (] IP
not assigned to AP

Behavior Control

Object Management Save
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System Status AILAN/DHCP
Network Configure LAN/DHCP configure DHCP allocation status
All interface SN Interface IP Address MAC Address Terminal Name
¥ Interface Configure
] LA 1 LAN1 172.200.100 2 44-D1-FA-26-91-CO FIT-3200
L1 WAN Configure
2 LAN1 172.200.100.3 00-22-68-19-40-B3 USER-20190606W.J
__ LAN/DHCP
3 LAN1 172.200.100.4 AZ2-63-B9-14-99-CD
Physical Port Definiti
L P R DETLEL 4 LAN1 172.200.100.5 C0-D0-12-D1-CE-0D iPhone
¥ Route Rule 5 LAN1 172.200.100.6 FC-D8-48-DA-CB-11 iPhone
[ Multidine Deversion Rules 8 LAN1 172.200.100.7 84-A1-34-22-31-CD iPhone
) e e 7 LAN1 172.200.100.8 D6-32-77-F3-10-63
8 LAN1 172.200.100.9 7E-F5-EF-89-B1-9D
= DDNS
g LAN1 172.200.100.10 44-D1-FA-B2-35-48 AX820
=  NAT/Port Forwarding
10 LAN1 172.200.100.11 98-9E-63-E8-T6-F5 iPhone
Flow Centrol Policy
1" LAN1 172.200.100.12 EA-1C-00-BC-B4-A2
AC Management
12 LAN1 172.200.100.13 1E-B9-1E-D5-74-6C
Auth Internet Access 13 LANA 172.200.100.14 12.0D-06-76-D3-BD
Behavior Control 14 LAN1 172.200.100.15 86-D0-1B-09-49-28

B. Set the shunt rule as IP address, then add user IP address based on your request.

MULTI-FUNCTION GATEWAY

Refresh | Change password | Logout | Language | English  ~

System Status M Multi-line deversion rules
Add Delete | Note: The diversion rules are executed in turns from top to bottom. Can be operated :','ﬁ ‘g'arrow to adjust the sequence ETop iBottc"ﬂ
Network Configure
O 2 SN Source address Time Destination port Destination IP Application type Policy Operation
¥ Interface Configure
Policy shunt rule X
L WAN Configure 3
Source address: According to@® Address(b UserO LevelD Department
L LAN/DHCP
ANY w | Add |4
L Physical Port Definition Time: ANY v & Add
¥ Route Rule Destination IP: ANY ~ 4k Add
1
Destination Port:  ANY w40 Add
 Multi-line Deversion Rules
Application type:  ANY v
L Static Route Shunt policy]|
Shunt mode: @ Session shunt O Source + Destination address shunt O Source IP shunt
= DDNS Line selection:
Line
=  NAT/Port Forwarding ) WAN1

Flow Control Policy

AC Management

Auth Internet Access ¥ Session shunt: diversion in connection session unit

Behavier Control

Confirm Cancel

Object Management

Current user-admin[2.2 2 2] Device time:2021-11-03 07:46:23 System alert: (& The device is running normally!
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C. Input the name as WANL1 users, input the IP address, confirm to add this shunt rule, all users who get
this IP address to get the internet from WANL1.

MULTI-FUNCTION GATEWAY

Current operation Network Configure >> Route Rule == Multi-line Deversion Rules

S S S\ Multiin Address object management =

Add Add Delete t the sequence, ET-:-;: QS-:-H-: n
Network Configure

) 0 sN O sN ame Address object X n type Policy
¥ Interface Configure

1 ANY ny addr] X
1 WAN Configure Name:

L LAN/DHCP
IP Start IP End IP

L1 Physical Part Definition

¥ Route Rule
. Multi-line Deversion Rules
L1 Static Route Shunt policy
t

= DDNS

=  NAT/Port Forwarding
Flow Control Policy
AC Management

Auth Internet Access

Behavior Control Cancel

Object Management I

Cancel

For the other shunt rules, such as you can set all users can get the Internet from WAN1 on the morning,
or set finance people to get the internet from WAN1, sales people get the internet from WANZ2.

And in the shunt mode, there are session shunt, source+destination address shunt, source IP shunt,
what’s the different for that?

Session shunt: divide the network connections generated by users to WAN ports; For example, you PC
connected to LAN port, and get the Ethernet from WAN1 and WAN2, then make your PC to download
and generated many concurrent links, your PC’s downlink speed should be total bandwidth of WAN1 and
WANZ2.

Source+Destination address shunt: according to destination address, we can divide the networking
connections to different WAN; For examples: | need to visit google and facebook at the same time but
they are different address, we can use Source+Destination address shunt, divide google to WAN1,
facebooke to WAN2.

And for some special application will verify the IP address, such as online bank, will visit it based on
SSL(TCP433 port), suggest to select source+destination address shunt.
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17/

Policy shunt rule X
| |
Source address: According to® AddressO UserO LevelO Department
ANY ~ b Add
Time: working day ~ b Add
Destination IP: ANY v 40 Add
Destination Port: | SSL ~| 4k Add
Application type: Custom w48 Custom
Selected application:
Shunt policy,
Shunt mode: () Session shunt @ Source + Destination address shunt () Source IP shunt
Line selection:
Line
WAN1
Source + Destination address shunt: diversion in (source IP + destination IP) unit
Confirm Cancel

Object Management

We can set the multi-line deversion rules from Object management also.
For example, | want to divide game to WANL1 internet, we can configure it from Object management in

HRafresh | Change passward |

object  Define apo by domain Dedne app by obiective IF + port

below steps:
MULTI-FUNCTION GATEWAY
System Slatus N Custamizs app object
Matwark Configurs Customize ape

Flow Control Palicy
AL Managsment

Auth Intermet ACcess

Behavior Control

Object Management

~ Basic Cojact

Time Otject

L1 Seurcs IF Otect

L Port Ooject

_1 Cestination P Otect

¥ Appilcation Object

Builg-in Appiicaton Objecy

13
14
Safety Protection
O 15
Log Record
o s
VPN g w
Device Maintenance 0 12
0 19
0o
[

ZonTel

11dota
175t
300hera
350-spaed
il=ate
Iguahare
Jguonen
&rooms
Tama
aefun
alan
android_app_dl
aper
apple_store_dl
agjet
Dattiansat penenc
belucen
bl
brorrent
canongdan

cgd

Orine game

Orniine game
ads
Sorftware Lipeate
Oriline garme
Oning geme
WebVides
Crilra game
Web Vides
Criline game
Sottware Lipeate
Orina game
Sofware Lipsate
‘Webgame
Cning game
Wieh Downloads
\eb Vides
F2rP
Cnina game

Oriline game

Description
Customize app x
ADD Mame: Gamel
App byps: GameBoost -
Deseription. [DDD |

Cancel
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MULTI-FUNCTION GATEWAY

17/

o s19iSS Jig) AS

p-p-s doleldl a)loald

System Status Ml fine deversion fles
3
Network Configure | | m Delate | Wote: The diuersion fules are execule 1 fooen tof . Car T — ence Frop Woation
— N Source addiess Time: Destination port Destinaticn [P Application type Policy Oper
* Inferface Copfigure
Mode:Session shunt
WAN Canfighre 1 Addrass ANY ANY ANY AN ANY F
4 WANT
DHE
AN Palicy shunt nule x Applications list |
1 Physical Fori CEnnition » |GameBooat
Source address: According 10 Acdress_) Usee) Leval ) Deparment |_,|_. _.B.’.m"\
 Foute Rk ANY v | @A (2] Gline garme
0 Webgame
Muli-ina Deversion Rules | 5 Time:] AN v Fa » 5 GameBanat
Destination IF: ANY Ll - (2T Metwars Management
Static Rouli actvation Pt | arey w | ot () Remole Management
————
0 B Applicabon bype:  Custom v o Custom LEEm
) ) = [
»  NAT/Porl Sonvaring SeETET ST o CICILive Chat
] * - AL PObe (2300 webPage
Flow Cantrol Policy Snunt mode: @ Session shunt () Sourcs + Destination address shunt ) Seurce IP shunt S
Line sajaction: |_||IE Wb [v)c-lm
OO Web Downloads
AL Managemant e —=
" B want (LI Cloud senvice:
Auth Internet Access [CICIWPN
(30 Mads
Behavior Control [0 Video P2 acceleratio
[=m ]
Object Management ' Sassion shunt diversion in connecton session (00 Appie transport senice
[2J[0] Diskleas update
Sataty Protection 5 o] r— T Sofware Upcale
Log Record
PN
Device Maintenance
7
=
Conimn || Cancal

Refresn | Change passward | Logout | Language

Curent usaradmin{2.2.2.2]

Davice trme:2021-11-05 10:40:23

System alert & The device IS funning narmaily!

2.5 DDNS

For the DDNS, the service is from DDNS provider.

Take DDNS server 3322.org for example:
Pls register an account and password from www.3322.0rg, such as the account is yunlink, password

123456, the dynamic domain name is yunlink.3322.org.
Login in this gateway, enable DDNS, input Dynamic domain name, account, password.

After this configuration, this gateway will get a new IP when dial up the network. Such as this IP is
113.106.99.99. Banding this IP to the dynamic domain name(yunlink.3322.org) under the DDNS provider,
then when you visit yunlink.3322.org, it will be resolving as 113.106.99.99, which can visit this gateway

through DDNS.
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MULTI-FUNCTION GATEWAY

System Status MDDNS

Current ope

- WANT i i
Network Configure D Dynamic domain name configure

Function enable:

w |Interface Configure

L1 WAN Configure

\ Service provider: | PubYUN ~ | Formef name 3322, registration URL: www.pubyun.com
1 LAN/DHCP
Dynamic domain name:

L1 Physical Port Definftion Account:

* Route Rule Fassword: esssss

L Multi-line Devergion Rules

LI Static Route

= [DDNS |

»  NAT/Port Forwarding

Please kindly to note that some DDNS provider can provide the LAN IP only, which can’t visit WAN, We
can't set this DDNS in this gateway.

2.6 NAT/Port Forwarding:

For the port forwarding, let's take an example as below:

IP 192.168.1.100 is IP address for your PC;

LAN port is 3389, WAN port is 7747, which is porting for remote PC’s window.

After confirm, can remote visit PC’s window through Internet IP:7747.

MULTI-FUNCTION GATEWAY
System Status 8 NATIPan forwarding
DMZ host | Src MAT D=t NAT
v Inferface Configune
SH ol LAN iP LAN port WAN port WAN Remark

VEAN Configurs
[ 1 TCP .168.1.100 3ma 74T WANT

LAN/DHCP

Friysical Fort Defingtion

* Foute Aule
Multi4ing Devers oS Port forwarding x
Static Route
Profgeol| TGP w
= DDNS
LAN P | 1592 166.1.100
u | NAT/For Fonwarang -
Flow Control Policy WAN pon range: | 7747 ~ 7747
AT Managemenl WAN mtertae sskechon
PN
Auth nlernel Access
Remars
Behavior Conlrol
Object Management \-*
Safsty Profection
Log Record
VPN

Davice Malntenance
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03/ AC Management

3.1 AP Device List:

The AC controller feature allows centralized management and release configuration of the AP devices connected to it,
with parameters including Line channels, SSIDs, transmit power, encryption modes and keys, AP coverage thresholds,
number of access users, and VLAN ID, as follows as shown in the figure:

MULTI-FUNCTION GATEWAY
System Status MAP list Online AP quantity/ Total AP:2 / 2, AC semvic
Network Configure Restart AP || Reset AP || Delste AP || Country Code | Apply configuration templats| Refresh | Alldevice v || device model file v | Search conditions:  Device IF v ssarch
. I SN APname DevicelP MAC address $5ID(2.4G/5.8G) User Status Channel{2.4G/ 5.8G) Channel Analysis Power AP model AP version Uptime AP remarks
Flow Control Policy
XonTel2G & Auto 24674 100%
AC Management ] 1 comidor POE 192.188.1.8 44-D1-FA-AC-2F-25 0 4 offline XT-1800AX
XonTel5G @ /XT-17W & Auto 58G 7 100%
* AP List
XonTel2G & Auto[6] 24674 100%
* AP Configure Template [T 2 comidornew 192.168.1.7 D4-67-61-18-20-D9 5 U online AX840-P2 V1.0-Build20220211154321 23:53:29 up 2 days
XonTel5G @ / XT-17W @& Auto[148] 58G 7% 100%
* AP Upgrade
XonTel2G & Auto[2] 24674 100%
®  Wireless Roaming O 3 Office  192.188.1.€ 44-D1-FA-AC-2F-51 23 4 online AX840-P2 V1.0-Build20220211154321 11:12:25 up 15 days
XonTel5G & / XT17W & Auto[124] 58G % 100%

* Auto Channel Select

Auth Internet Access

Behavior Control

Object Management

Safety Protection

Log Record

VPN

Device Maintenance

Current user:admin[192.168.1.971 Device time:2022-03-24 12:27:41 Svystem slert: ) The device is running normally!

Note:
1- The default configuration issued by AP is achieved by establishing the template, with one template for each model.

Only in the AC list should the template of the corresponding model will be released normally.

2- An AP model can also create multiple templates. Apply to the same floor or geography of the samemodel A scene

with a different location.
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3.2 AP Device Configuration:

AP device configuration, is a single AP or multiple APs in the list of parameter modifications, includingthe wireless
state on or off, the modification of the channel, the modification of the wireless bandwidthmode, the modification of the
AP coverage threshold, the modification of the transmit power, and the marking of the device location.

MULTI-FUNCTION GATEWAY

Refresh | Change password | L

System Status MAP configuration template
Add templste || Delste template

Network Configure

1 SN Template name Dewvice model Config
Flow Control Policy

) Config template XT-1800AX b
e TmerEmE Add template X
® AP List
Choose device T-1ED0AX -

* AP Configurs Template model

* AP Upgrade

* Wireless Roaming L\\)

Auto Channel Select Confirm Cancel

Auth Internet Access

Behavior Control

Object Management

Safety Protection

Log Record

VPN

Device Maintenance

‘Cument user:admin[192.168.1.97] Device time:2022-03-24 12:47:34 System alert: ) The device is running nomally!

MULTI-FUNCTION GATEWAY

Refresh | Change password | Logout

System Status M AP configuration template 2
Add template Delete template

Network Configure

O sn Template name Device model Config
Flow Control Policy =

LI Config template XT-1800AX ek
AC Management AP template config X

A

8 AR List AP manage

Template name Config template password ***

= AP Configure Template
Timed restart Disabl v
= AP Upgrade

= \Wireless Roaming Select the band to be configured 2.4G Wireless device v

= Auto Channel Select Wireless status Epgble v Channel 10 v
Auth Internet Access SSID XonTel2G Broadcast SSID Enable v
Behavior Control Safe mode  yypAPSK/WPAZPSK v Key soeessee
. AdvEnced v
Object Management
Confirm Cancel
Safety Protection {¥
Al fi
Log Record P template config
VPN

Device Maintenance

Current user:admin[192.168.1.97] Device time:2022-03-24 12:48:14 System alert: & The device is running normally!
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3.3 AP Upgrade Management:

AP Upgrade Management allows you to upload the AP version that needs to be upgraded to the device, and then
select the AP list in full or selected to upgrade, while also supporting the AP remoteupgrade.

MULTI-FUNCTION GATEWAY

Refresh | Change password | Lo

System Status AP upgrade
Network Configure o+ Online Upgrade: First, click download file, download the upgrade file to route, then click upgrade or batch online upgrade to upgrade the firmware
J Local Upgrade: First, click the Upload Mirror button to upload the upgrade file, then click Upgrade or Batch Local Upgrade to upgrade the firmware
How Control Kolicy, Device model filte v | Refresh Batch online upgrade Batch local upgrade Upload mirror
AC Management O sn AP name P MAC Status Device model Current version Online upgrade Upload file and Local upgrade
= AP List m| corridor POE 192.168.1.6 44-D1-FA-AC-2F-25 Offline XT-1800AX - — =
O 2 corridor new 192.168.1.7 D4-67-61-18-20-D9 Online AX840-P2 V1.0-Build20220211154321 - -

= AP Configure Template
= AP Upgrade 0: 3 Office 192.168.1.6 44-D1-FA-AC-2F-51 Online AX840-P2 V1.0-Build20220211154321 - -
® Wireless Roaming

= Auto Channel Select

Auth Internet Access

Behavior Control

Object Management

Safety Protection

Log Record

VPN

Device Maintenance

Current user:admin[192.168.1.97] Device time:2022-03-24 12:54:48 System alert: » The device is running normally!
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04/ AC Authentications

4.1 Enable authentication to the Internet:

Enable authentication Online, means that only WeChat authentication, PPPOE dial-up authentication, WEB password
authentication, IP authentication, MAC authentication. Users can only access the Internet, for example, allow the user
PPPOE dial-up Internet

access under LAN1, certified Internet access, "Certification switch", select LAN1, enable
the authentication network switch, check the type of "PPPOE dial" that allows Internet access, click Save.

MULTI-FUNCTION GATEWAY

System Status Auth switch Free auth IP

Network Configure One key auth config: | Enable all || Disable all

) Notes: PPPoE authentication switch needs to be used in conjunction with PPPOE authentication, that is, if an interface opens the PPPoE authentication switch, the PPPoE authentication of this interface must be

Flow Control Policy " authentication switch also needs to be used in conjunction with Portal authentication.

AC Management Interface name PPPoE auth switch Portal auth switch IP auth switch MAC auth switch
SutiiemeL ACTEss LAN1 | Disable. | | Disabie. | [ | pisable. | [ | pisavie |
= Auth Configure _ _ _ -
LAN2 | Disabie j | Disable | | | Disable \ | Disable |
® PPPoE Auth
LAN3 | Disable | | Disable | ‘ | Disable } Disable
= Portal Auth P (- | B tapcniia PO | |
®  Radius Billing LAN4 | Disabie J | | Disable | | | Disable [ Disable |
® Notify Page
w User Management
1 Auth User %

L1 Auth User Status

I Department/Level Definition

Behavior Control

Object Management

Safety Protection

Log Record

Current user:admin[192.168.1.97] Device time:2022-03-24 12:59:41 System alert: & The device is running normally!
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4.2 PPPOE Authentications:

Users who use PPPOE dial-up Internet access need to enable PPPOE services at the intranet, suchas PPPOE
services on LANL. (Certified Internet Access) (PPPOE Certification) (PPPOE Advanced Options) and select the app.

MULTI-FUNCTION GATEWAY

Refresh | Change password | Logo:

System Status M PPPOE Service

Network Configure PPPoE Service PPPoE Advance option Access status

- Isolate intranet dial-up users: [ Disabled,Click to enable \
Flow Control Policy Rt e e

AC Management Expired Users cannot dial: ‘

Auth Internet Access Disable the same MAC address dialing: | | Disabled,Click to enable | '/ When Enabled, the intranet PPPOE dialing request for the same MAC address wil be rejected
= Auth Configure ——
Password-free auth: | | Disabled,Click to enable | © Enable the password-free authentication function, any account and password can be dialed
®  PPPoE Auth
Assign DNS according to 'department/level’ (in order to assign different DNS to different users, when the ‘department/level’ where the user belongs is configured DNS, PPPoE service will directly use the

* Portal Auth DNS configured here and assign DNS to users).
= Radius Biling Add Delete u Note: The rules are executed in turns from top to bottom.So, top side with high priority in DNS assignments. Can be moved byﬁ garrow to adjust the sequence.@Top,&Bohom
® Notify Page O SN Type Name Main DNS Alternate DNS Operation
¥ User Management PPPoE advance configuration is not added yet, please Add

L Auth User

I Auth User Status

LI Department/Level Definition

Behavior Control

Object Management

Safety Protection

Log Record

Current nseradminf192 1688 1 971 DNevire time 2022-13-74 13:04-40 Svstem alert' (3 The devire iz runninn narmalhd
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05/ Configure shunt rules

5.1 Configuring shunt rules:

A single line cannot configure a shunt rule; (Network configuration)

Multi-line shunt rule, point Hit Add creates a policy shunt rule, selects the shunt mode, selects which applications the line

hosts, and click OK after checking.

Note: Multi-line load balancing is achieved by shunt rules.

MULTI-FUNCTION GATEWAY

System Status

Network Configure

¥ Interface Configure
1 WAN Configure
L LAN/DHCP
L1 Physical Port Definition
L Subinterface Configure
¥ Route Rule
. Mutti-line Deversion Rules
. Static Route
= DDNS
= NAT/Port Forwarding
Flow Control Policy

AC Management

Auth Internet Access

Behavior Control

Object Management

Safety Protection

M Multi-line deversion rules
Add Delete

Source address

Address:ANY

Address:ANY

Note: The d

version rules are executed in turns from top to bottom.

Time

ANY

ANY

Destination port Destination IP Application type

Can be operated Lﬁ"@1‘ to adjust the sequence 5';: iE\CEiC"!'

Policy shunt rule
A
Source address: According to® Address() User() LevelC) Department
ANY v 4 Add
Time:  ANY v | % Add
s Destination IP:  ANY v | 4 Add
Destination Port:  ANY v | % Add
Application type: ANY v
Shunt policy
Shunt mode: @ Session shunt C Source + Destination address shunt O Source IP shunt
Line selection:
Line
[T WAN2 [T WAN1

Policy shunt rule

¥ Session shunt: diversion in connection session unit

Confirm

Cancel

Refresh | Change password | Logc

Policy Operation

:Session shunt
WAN2 I& 7=
WAN1

Destination address shunt
WAN2

Frox

WAN1

Current user:admin[192.168.1.97]

Device time:2022-03-24 14:50:45

System alert: D The device is running normally!
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5.2 Configure bandwidth speed limit policy:

Description: Routing has intelligent flow control function, configuration speed limit strategy, the purpose is to prevent
the endpoint machine poisoning, or advertising uncontrolled Upload, usually thespeed limit up to 100-300KB, the
downlink speed limit can be properly | liberalized, such as the speedlimit of 1000-3000, usually recommended the
speed limit does not exceed one-third of the total bandwidth.

For example: A 50M peer fiber, then each machine speed limit up 100-300KB, down1000-3000 KB can be, advanced
recommendation configuration P2P The limit allows 70% of the allowed for the upstream and 70% allowed for the
downstream. As shown above (ANY means arbitrary, that is, anyone, any time).

MULTI-FUNCTION GATEWAY

System Status

Network Configure

Current o Refresh | Ch
M Bandwidth control
Add Delete
O SN Source address Time Bandwidth limited (

Flow Control Policy

= Smart Flow Control
= Bandwidth Control
® Free Flow Control

AC Management

Bandwidth control rule X
@ Enable O )¢ Disable

Source address: According to @ Address O User () Level O Department
ANY v % Add

Time: ANY v | & Add

Auth Internet Access

Upstream limit: «f UNUMITED

Behavior Control

Downstream fimit: </ UNUMITED

Object Management

Safety Protection

Log Record

VPN

Device Maintenance

Tips: Click icon to edite bandwidth | Confirm Cancel

Current user:admin[192.168.1.97] Device time:2022-03-24 14:58:18 System alert: & The device is running normally!
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06/ Safety

6.1 End-network anomaly detection:

Turn on DHCP detection to detect the presence of other DHCP servers in the intranet; Turn on Loop Detection to
check the content ford for loops (for intranet fault positioning).

MULTI-FUNCTION GATEWAY

Refresh | Change password

System Status Mintranet anomaly detection

Network Configure DHCP detection:

, detect whether there are other DHCP servers in the intranet.

Flow Control Policy
J Check whether there are some loops on the intranet (for intranet fault location)

Loop detection:
AC Management

Auth Internet Access PPPoE detection: o detect whether there are other PPPOE services in the intranet.

Behavior Control rom————

Object Management (D Intranet DHCP service detection result: No other DHCP service have been found on the intranet!
Safety Protection (D Intranet loop detection result: No found any intranet port with loops!

= [P-MAC Binding (© Intranet PPPOE service detection result:No other PPPoE services have been found on the intranet!

®  Connection Quantity Limit

= LAN Abnormal Detection

= LAN Attack Protection h
® WAN Ping Forbid/WAN Login

Log Record

VPN

Device Maintenance

Current user:admin[192.168.1.97] Device time:2022-03-24 15:34:28 System alert: ) The device is running normally!
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